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0 Distributed monitoring system. 

CM 

<^ 

A distributed monitoring system and a method of 
fusing such a system are disclosed for collecting 
(0television channel tuning data» household purchase 
l^data. VCR channel usage data and the like, on site 
(y)at a plurality of pre-selected households. The sys- 
COtem features a set of spoke meters (110 to 116) in 
^each of tiie households for monitoring the data, and 
a hub unit (101) In each of the households for 
concentrating and transmitting the data in a system- 
atic fashion to a host computer (102) at a central 
site. 
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DISTRIBUTED MONITORING SYSTEM 



The invention generally relates to a distributed 
nrranitoring system for monitoring and collecting 
data on site at each of a plurality of remote loca- 
tions and for transmitting such data to a central 
location. For example, the system may be used to 
collect and transmit television channel tuning data, 
household purchase data, VCR channel usage 
data, and the lilce from a plurality of pre-selected 
households. 

The prior art contains various systems for mon- 
itoring viewing habits and product purchase pref- 
erences of television viewers, sometimes refenred 
to hereinafter as panelists. The earliest such sys- 
tems merely collected data on site for eventual 
manual collection as. to the television channels 
viewed and the times of viewing for various panels 
of viewers in order to determine market share and 
ratings of various television programmes. Later, 
systems came into being for use with cable televi- 
sion networks with two way communications over 
the cable network between the head end thereof 
and various cable subscribers. In such a system, 
the television sets are typically interrogated pe- 
riodically from this central location over the cable, 
with the channel selection and time infomnation 
being sent back to the central location and logged 
for statistical compilation. Such systems have also 
been used In the past in so-called pay television 
systems in which billing information is sent over 
the cable network to a central location from the 
various subscribers to the pay television system. 
The prior art also Includes such systems in which a 
memory is provided at the remote location, e.g. at 
the television receiver, for accumulating data as to 
the channel being viewed and time. The accu- 
mulated data is then periodically transmitted over 
conventional telephone lines from the remote loca- 
tion to the central location, by telephone calls ini- 
tiated either at the remote location or at the central 
location. 

Systems for remotely accumulating data re- 
garding the habits of television viewers and their 
qualitative reaction to material have today become 
important from the standpoint of market research. 
For example, the effectiveness of television com- 
mercials can be monitored by conrelating viewing 
of those commercials with subsequent purchase 
decisions made by panelists whose viewing habits 
are being monitored. One manner of achieving this 
which has been utilised in the past is to have the 
co-operating panelists keep a diary as to purchase 
of products. The purchase Information recorded in 
these diaries is then correlated with the commer- 
cials viewed by these co-operating panelists. 

In an alternative anrangement disclosed in the 



prior art, in areas where universal product code 
automated check outs are available, for example at 
check out counters in grocery stores, a co-operat- 
ing panelist presents a card coded with a unique 

5 scanner panelist identification similar to the univer- 
sal product code symbol on the products pur- 
chased. The store's computer can automatically 
retain such purchase data for subsequent transfer 
to a market research company computer data base 

10 for correlation with the data regarding the various 
panelists viewing of commercials. Such anrange- 
ments of course require co-operation of stores 
within the area of the panelist locations, and are 
therefore more suited for limited geographic group- 

75 ings of panelists in a single locale or city, and are 
not readily applicable to a national assemblage of 
panelists extending across an entire country. 

In market research relating to commercials and 
their effectiveness, it is also sometimes Important 

20 to evaluate the effectiveness of alternative forms of 
a commercial. One way of achieving this in the 
context of a cable television network Is to split the 
subscribers or panelists into two or more groups, 
and then show the alternative fonms of commercial 

25 to the respective groups of panelists. Conrelation of 
product purchase information regarding the panel- 
ists of each group with the form of the commercial 
which they viewed can then be used to assess the 
effectiveness of the various alternative forms of the 

30 commercial. The prior art also Includes examples 
of systems wherein certain portions of a viewing 
audience can be selected on a dynamic basis and 
furnished with substitute programming. Such a sys- 
tem is disclosed, for example, in U.S. Patent No. 

35 3,639,686. In accordance with that system, an aux- 
iliary television signal is broadcast which contains 
not only substitute programming, i.e. video signal 
infonmation, but also control information such as 
pulse code infonmation for remotely selecting pan- 

40 ellsts who are to receive the substitute program- 
ming. Digital address information is provided for 
each of the panelists, and those amongst the pan- 
elists who are to receive the substitute program- 
ming are selected by the pulse code information. 

45 U.S. Patent No. 3.639,686 notes that in selecting 
the panelists who are to receive the substitute 
programming, the number of categories available is 
dependent on the number of digital information bits 
that are incorporated in the system. A later U.S. 

50 Patent No. 4.331,974 also discloses an arrange- 
ment for selecting portions of a viewing audience 
on a dynamic basis and furnishing those portions 
with substitute programming. 

A more recent invention for data gathering with 
particular utility in market research type applica- 
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tions is described in U.S. Patent No. 4,658^90. 
This patent teaches a system that includes a plu- 
rality of remote units which are controlled from a 
central location. Each of the remote units is at- 
tached to a television receiver which is generally 
but not necessarily linked to a cable network. Each 
of the remote units can function to determine which 
of several TV modes is in use as well as to store 
TV channel selector data, data from an optical 
input device, and/or data input by viewers repre- 
sentative of the composition of the viewing au- 
dience. The data is stored either for later collection 
by a portable data collector, or for direct transmis- 
sion to the central location by each of the remote 
units. A video message for a TV viewer, such as a 
survey, may be transmitted from the central loca- 
tion and stored at the remote units, for later display 
on the TV receivers associated with the remote 
units. Substitution of alternate programming infor- 
mation may also be achieved from the central 
location In selected ones of the remote units. 

The remote units described in U.S. Patent No. 
4,658.290 are well known in the prior art and are 
typified by a channel meter, as described in U.S. 
Patent No. 4,605,958, and a VCR meter, as de- 
scribed in U.S. Patent No. 4,633,302. 

Accordingly, a variety of television related me- 
tering devices and data collection systems are vyell 
known, which are placed in a household for the 
purpose of monitoring TV channel changes, accu- 
mulating time on a given channel and Other in- 
formation, and communi eating the data gathered 
to a central computer using dedicated telephone 
lines. 

As TV technology rapidly advances and data 
gathering needs change (e.g. re cable, VCRs, ac- 
tive and passive people meters, single source pur* 
chase meters, etc), meters change accordingly. 
Each new type of meter must be separately ac- 
commodated at the central site, necessitating re- 
programming of central site software. Additionally, 
each meter currently requires the built-in "smarts" 
needed for the collection of data from and the 
transmission of data either to a central household 
collector or via the telephone line to a central site. 

It Is an object of the invention to provide a 
more flexible distributed monitoring system, which 
may for example be capable of supporting new 
meter types and new metering applications as they 
are identified, and In which the need for re-pro- 
grammlng central site software as new meter types 
and new metering applications come on line may 
be eliminated. 

According to one aspect of the invention, there 
is provided a distributed monitoring system for 
monitoring data associated with a first set of de- 
vices, including at least one self contained receiver, 
for collecting monitored data on site at a plurality of 



remote sites, and for transmitting such data from 
said remote sites to a central site, comprising host 
computer means, including means for receiving 
transmitted data, located at said central site, and 

s characterised by first means, coupled to said first 
set of devices for monitoring, collecting and con- 
centrating said data on site at each of said plurality 
of remote sites and for systematically transmitting 
said concentrated data to said host computer 

70 means. 

Preferably the first means include a set of 
relatively "dumb" meters, each having limited data 
collection capabilities, and a single "hub** unit lo- 
cated at each remote site or household, the hub 

IS unit handling communication between the central 
site and the household via a household telephone 
and communicating with the meters over a variety 
of communication links such as hardwired. RF or 
carrier current links. 

20 For example, the system may be structured as 

a "hub and spoke" an-angement where the hub unit 
includes a sophisticated micro-processor and 
memory and the "spokes" are the communication 
links to the meters. The spoke meters may then be 

25 systematically polled and two way communication 
may be employed not only to permit each spoke 
meter to up load data, but also to allow the spoke 
meter to be remotely re-programmed from the cen- 
tral site via the hub unit. 

30 Advantageously, such a system collects data in 
a fault tolerant manner, e.g. It can recover from 
remote location power failures, etc., and is op- 
erated transparently with respect to the panelists 
occupying a remote site household. For example, if 

35 the hub unit is utilising the telephone and a house- 
hold occupant picks up the telephone to make a 
call, the system will get off the telephone and keep 
track of the task it was last performing in order to 
pick up where it left off once the household tele- 

40 phone user, unaware that the system was even 
utilising the telephone, hangs up. 

More particulariy, in one embodiment of the 
invention described below, a hub unit is provided at 
each of a plurality of panelist locations, and each 

45 hub unit is adapted to be coupled to a set of 
metering devices, one or more of which is coupled 
to one or more television receivers at each panelist 
location, or to one or more cable television convert- 
ers in the case of a cable television network. Not all 

50 of the metering devices need be coupled to the 
television receiver or cable converter. For example, 
stand alone, special meters, such as purchase me- 
ters and wands, may be coupled to the hub unit 
independently of any TV receiver or cable con- 

55 verter connection. 

In this embodiment of the invention, the cou- 
pling between the hub unit and the spoke meters 
may take the form an an RF link, hardwired con- 
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nection, a carrier current link, or a combination of 
these Gnks as desired. By way of example, a tuning 
meter may be coupled to the hub unit via an RF 
link while a purchase meter Is hardwired to the hub 
unit 

The hub unit described herein includes mem- 
ory means, a clock, a back-up power supply, 
means for interfacing with the household telephone 
in a manner transparent to the occupants of the 
household, and means for Interfacing with the set 
of metering devices located at the remote site via 
any one of the previously mentioned communica- 
tion links. 

The spoke meters (set of meters) may conve- 
niently Include meters for monitoring and temporar- 
ily storing information regarding which of a plurality 
of television modes are In use, for ot>taining viewer 
identification data, for injecting signals into the TV 
receiver's video stream, and for providing purchase 
data, etc. In the case of purchase meters, data 
collection can be accomplished via means for opti- 
cally scanning bar codes and the like and storing 
information regarding the same. Such bar codes 
and the like can be representative of product pur- 
chase information or panelists responses to market 
research surveys amongst other things. 

By utilising the aforesaid hub and spoke ar- 
rangement, the spoke meters may. for example, be 
polled periodically or on a* virtually continuous ba- 
sis by the hub unit, which then collects and con- 
centrates the data acquired by each meter. As a 
result of this arrangement, standard communica- 
tions and data transmission "smarts" can be used 
at the meter level., meter storage requirements can 
be kept to a minimum and no meter communica- 
tions programming Is required. The hub unit may 
be responsible for up loading data collected by a 
meter in a systematic fashion, for example, by 
using a pre-selected polling frequency. The hub 
unit may also monitor meter faiiures and serve as 
the interface with the distant central site computer. 
The remote units may easily be re-programmed by 
down loading control software from the central site, 
without having to modify the meters themselves. 
Thus, the invention at least in its pretended form 
provides a distributed monitoring system for moni- 
toring, collecting and concentrating data at a plural- 
ity of remote sites, for transmission over telephone 
lines, in a manner which is flexible enough to 
support new meter types and new metering ap- 
plications without having to re-programme existing 
central site software. 

According to another aspect of the invention, 
there is provided a method of monitoring data 
generated at a plurality of remote sites utilising a 
distributed monitoring system that includes a host 
computer tocated at a central site, characterised by 
the steps of utilising first means, located at said 



remote site, to monitor, collect concentrate and 
transmit data to said host computer, and organising 
said first means in a hub and spoke arrangement 
wherein a first portion of said first means monitors 

5 the data generated at each remote site and a 
second portion of said first means, also located at 
each remote site, serves as both an interface be- 
tween said first portion of said first means and said 
host computer and as a programmable means for 

10 collecting, concentrating and transmitting the data 
being monitored. 

The invention will now be described further, by 
way of example, with reference to the accompany- 
ing Rgure. which is a diagrammatic view of a 

75 distributed monitoring system embodying the in- 
vention. 

The drawing shows a distributed monitoring 
system including a remotely located hub unit and a 
representative set of spoke meters, which may be 

20 coupled to the hub unit via a variety of depicted 
communication modules, and further including a bi- 
directional communications path, between the de- 
picted hub unit and a centralised host computer, 
which utilises the public (dial up) switched tele- 

25 phone network over non-dedicated telephone lines. 
The system, which is described In detail below. Is 
preferably modular to facilitate easy expansion. 

The system features a number of different de- 
vices installed in any selected household. Each 

30 device has a unique set of functions to perform. 
The core device in the household is the "hub" unit, 
designated by the numeral 101. which acts as an 
interface between the household and the central 
data collection or host computer, designated by the 

35 numeral 102. 

Various peripheral units or "spoke meters", 
examples of which are shown in the i^gure. are 
used to meter televisions, cable converters, prod- 
uct purchase data, viewer IDs. VCRs, etc. as re- 

40 quired. A cable meter 1 10. a TV meter 1 1 1. a VCR 
meter 112. a purchase data meter 113, a test set 
114 and a new device meter 115 are all shown in 
the Rgure to illustrate a set of meters that could be 
coupled to the hub unit 101 and to TV sets and 

45 VCRs located at the remote site. These peripheral 
units communicate with the hub unit 101, which 
concentrates the generated data and forwards it to 
the host computer 102. The flexibility and expan- 
dability of the system is a result of the very non- 

$0 specific nature of the interface between the hub 
unit and the peripheral units. New peripheral units 
can be introduced at any time, and old peripheral 
units may be remotely re-programmed and/or re- 
tired without decommissioning the entire system. 

55 For example, an add-on memory can be introduced 
by coupling an add-on memory module 116 to the 
hub unit 101 as shown. 

Host computer/hub unit communication takes 



7 EP 0 338 658 A2 8 



place using the household telephone line. This is 
depicted in the drawing as taking place via a hub 
unit telecommunication interface 150. a data com- 
munication linl< 151. the public (dial up) switched 
telephone network 175 and a set of telenxmrnu- 
nIcatJons interfaces (TCI1 to TQn) with the host 
computer 102. There are two means of establishing 
the connection between the host computer 102 and 
the household hub unit 101. The primary means is 
dial out. In which the« household hub unit 101 
telephones the central computer 102. Once the 
connection is established, the central computer 102 
takes control of the communication session. For 
Installation and maintenance purposes, the hub unit 
101 can also detect a ring and can answer an 
incoming telephone call (dial in) from the central 
computer 102. According to one embodiment of 
the invention, this installation capability may be 
enabled by depressing a protected push button In 
the hub unit 101. Another embodiment could have 
these features reversed, i.e. push button for dial 
out. or have both on programmable schedules con- 
ditional upon host computer down loaded data. 

Communication between the hub unit 101 and 
the peripheral units Is achieved, according to the 
preferred embodiment of the invention, via plug-in 
communication modules. Examples of possible 
communication links which may be used include 
hardwire, AC carrier current and RF communication 
links. 

Each peripheral unit is uniquely addressable by 
the hub unit 101. The preferred embodiment of the 
invention permits a maximum of one hundred and 
twenty six peripheral units with each hub unit but a 
greater or lesser number of peripheral units may 
easily be accommodated as the application dic- 
tates. 

According to the preferred embodiment of the 
invention, the hub unit and each peripheral unit has 
a self test capability for all crucial system compo- 
nents. If the system is implemented in this manner, 
service calls at the remote site can be kept to a 
minimum. During any of the aforesaid communica- 
tion sessions with the host computer 102. the com- 
puter can recover error logs maintained for each 
unit in the system. This feature will be described In 
greater detail hereinafter. 

Also, further details regarding system fault tol- 
erance generally will be set forth hereinafter. Brief- 
ly, however, according to the preferred embodi- 
ment of the invention, the peripheral units are pro- 
vided with sufficient power reserve capabilities to 
report to the hub unit 101 if AG power is k>st The 
hub unit 101 can thus discriminate between periph* 
erai units that do not respond due to loss of power 
and units that do not respond due to hardware 
failure. This capability permits peripheral units on 
switched outlets to effectively report loss of AC 



power. 

Furthennore, according to the preferred em- 
bodiment of the invention, the hub unit 101 con- 
tains an accurate time of day clock 199 with a 

6 resolution of .01 second and an accumulated en'or 
of less than 1 second per day. The peripheral units 
used In this embodiment can track elapsed time 
with 0.1 second accuracy. Obviously, greater or 
lesser resolution capabilities can be used as the 

70 application dictates without departing from the 
scope of the invention. 

When peripheral units that generate time spe- 
cific events (such as tuning meters and injection 
meters) Include 0.1 second resolution timers, pol- 

15 ling these units causes the tenth count at the time 
of the event to be transmitted to the hub unit 101 
along with the current count of tentins of a second 
that the peripheral unit maintains. The hub unit can 
use the difference between successive counts of 

20 tenths of seconds, for example, as an offset from 
the correct local time to determine the exact time 
at which the event occurred and store the data 
accordingly. 

By sending a command from the host com- 

25 puter 102 to the hub unit 101 which causes an 
immediate response, one can measure the time 
elapsed between the sending and receipt of the 
response. Dividing this value in half enables ex- 
tremely accurate time setting of the hub unit. This 

30 feature can be used to create a commercial moni- 
toring peripheral system for precise measurement 
of commercial broadcast times. 

The purchase data meter 113 included in some 
configurations of the system may collect UPC 

05 codes, EAN codes and JAN symbols.. The pre- 
fen-ed embodiment of the invention is a system 
that Includes a hand held symbol reader that is 
capable of automatically de-coding UPC symbols 
both with and without supplemental codes. How- 

40 ever, the invention does not require the use of such 
a reader, and may feature only the use of well 
known symlx>l reading device (such as a WAND), 
as contemplated by the patents referred to above, 
should a recording of purchases at the remote site 

45 be desired. 

Looking at the system from a data collection 
point of view, data is collected from each periph- 
eral unit and stored as separate infonmation In tiie 
hub unit 101. The host computer 102 recovers 

50 each set of data from the hub unit 101 separately. 

According to tiie preferred embodiment of tiie 
invention, television set tuning data is reported to 
the central site witii 1 second resolution. This data 
includes date. time, channel tuned. CATV or off air 

55 or auxiliary input selection. Viewer ID data is re- 
ported for each television set. This data includes 
household members and number of guests defined 
in tiie categories of sex and age. Purchase data is 
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reported by UPC code. EAN code. JAN code or 
other commonly used code types. 

VCR usage data typically collected includes 
data. time, duration and channel of record. VCR 
playback includes time and duration of playback. 

The preferred embodiment of the invention 
provides for a limited degree of operation in some 
of the peripheral units after power failure. This is to 
enable peripheral units powered from switched out- 
lets to report to the hub unit 101 that power has 
been lost 

The tuning meter/people meter used with the 
preferred embodiment includes an alpha-numeric 
display capability of nine lines by twenty char- 
acters which can overlap or substitute for a televi- 
sion picture. The tuning meter also includes vol- 
ume control. System characteristics such as meter 
line display capability/ inclusion of a volume control 
option, etc., are variables those skilled In the art 
will appreciate as possibly enhancing a particular 
version of the disclosed system. 

Since the hub unit 101 is a central feature of 
the system, a detailed description of its structure 
and function will now be set fortii. The hub unit 101 
is the interface between tiie set of meters, coupled 
to the hub unit, and the central computer 102. As 
indicated hereinbefore, the hub unit 101 continually 
polls ail the peripheral units to monitor tiieir status 
and collect generated data. The peripheral units 
are generally polled on a once per second basis, 
but some such units may be polled on a longer 
cycle. The cycle time can be varied dynamically to 
accommodate peaks in tiie communications traffic. 
Data is collected in resi time and stored 
(concentrated) in the hub unit 101. At a predeter- 
mined time, typically every night, the hub unit 101 
uses the household telephone line to call the host 
computer 102 and off toad the collected data. 

A suitable hub unit 101 can be based on an 
INTEL 80C186 micro-processor. This CMOS miao- 
processor is capable of addressing up to 1 MEQ of 
memory through an on chip memory management 
unit, contains three 16 bit timer counters, two in- 
dependent high speed channels, a programmable 
interrupt controller and a programmable wait state 
generator. In addition to this micro-processor, the 
illustrative hub unit 101 includes:- 

1. An EPROM memory expandable to a 
maximum of 128K: 

2. A CMOS RAM expandable to a maximum 
of 512K: 

3. A time of day clock chip, shown in ttie 
Rgure as tiie clock 199. accurate to within +/- l 
second per day and a resolution of 1/100 of a 
second: 

4. Battery back-up capable of maintaining 
tiie clock chip and the CMOS RAM for a period of 
at ieast one month: 
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5. A IK bit EEPROM; 

6. An HDLC synchronous communications 
controller chip: 

7. Power up/down sequencing hardware for 
5 tiie CMOS RAM protection: 

8. A stall alarm which can be Jumpered out 
of tiie circuit; 

9. A total of two connectors for tiie modular 
insertion on various communication interface mod- 

70 ules witi) some units containing a built in module; 

10. A single connect or for standard asyn- 
chronous communication with a diagnostic tester 
and devetopment hardware (at TTL levels); 

11. A Bell 21 2A modem board operating on 
75 switchable 5 and 12 volt supplies and capable of 

ring detection, dialling (botii pulse and DTMF), off 
hook detection and call progress tone detection; 
and 

12. A separate power supply board with +5. 
20 +8 and +12 volt outputs. The Illustrative power 

supply has the aforementioned battery t>ack-up 
vWtii sufficient capacity to ensure that the hub unit 
101 has the ability to communicate with the host 
computer 102 once per day. 2 minutes per day, for 
25 power outages of up to one month duration. The 
mechanism by which this power supply is actually 
utilised is described hereinafter in the context of 
abnormal system conditions. 

30 To appreciate system operation, a memory 198 
within the hub unit 101 will be described, followed 
by a detailed description of hub/peripheral unit 
communications and hub unit/host computer com- 
munications, and a detailed description of the hub 

35 unit power supply, suitable hub unit packaging, 
temperature operating range and hub unit re- 
sponses to abnormal conditions which help to 
achieve the system fault tolerance objective. 

The memory 198 of tiie hub unit 101 can be 

40 viewed as being composed of tiiree distinct com- 
ponents. These are tiie EPROM, tiie battery 
backed-up CMOS RAM and the EEPROM men- 
tioned above. The EPROM and CMOS RAM reside 
within the normal address space of tiie micro- 

45 processor, while the EEPROM can be accessed by 
tiie micro-processor in a bit serial fashion. Jumpers 
are provided to allow tiie iise of various capacity 
EPROM and RAM devices. 

The preferred embodiment of the hub unit 101 

60 includes two sockets, along with appropriate jump- 
er options, to accept most 27XX 27XXX EPROMS. 
The actual EPROM used can be dictated by stor- 
age requirements. The EPROM Is used to dead 
start a program and shouki be located at tiie high 

55 end of memory as a re-set goes to address FFFFD 
HEX. 

As Is well known and appreciated by Uiose 
skilled in the art. firmware can be provided wittiin 
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the EPROM to allow the hub unit 101 to power up 
from a "cold start" and perfonm Internal self diag- 
nostics as well as initial communications with the 
central site computer 102. During such a commu- 
nication session, the central site can down load an 
operating system, system configuration parameters 
and the peripheral communication drivers to the 
CMOS RAM of the hub unit 101. 

Upon a system re-set or power up» firmware 
resident within the EPROM can also be used to 
perform a sequence of diagnostic tests not only to 
verify the operational status of various hub compo- 
nents, but also the validity of programs and data 
resident within the CMOS RAM and EEPROM. If 
these tests pass, the hub unit 101 simply commen- 
ces normal operation. A failure of any of the di- 
agnostic tests, in accordance with the prefenred 
embodiment of the invention, will result in the hub 
unit performing an out dial, if possible, to inform 
the host computer 102 of Its failure. 

The illustrative hub unit 101 also Includes a 
total of four sockets, along with two jumpers, to 
accept either 32 or 128K by 8 static RAM devices. 
Ea6h of these sockets is de-coded to be contig- 
uous. In addition, each RAM is provided with bat- 
tery back-up power and should be controlled by 
power up/down sequencing hardware to ensure re- 
liable data integrity. 

The CMOS RAM memory serves several- dis- 
tinct functions within the hub unit 101. Rrst. it is 
used to store the operating system which is trans- 
mitted to the HAM by the central site computer 
102. Second, the RAM contains the system con- 
figuration parameters and communication drivers 
(including survey and people meter screens) re- 
quired by the hub unit 101 for communication and 
control of the peripheral units connected to the hub 
unit 101. Finally, the RAM is used to iog hub and 
peripheral unit events for transmission to the host 
computer 102. 

The IK bit EEPROM 'is used to store various 
critical system parameters. Normally this memory 
may only be read by the micro-processor. Writing 
to it is only allowed under certain specifically de- 
fined conditions to be described hereinafter. Both 
reading from and writing to the EEPROM is accom- 
plished, according to the preferred embodiment of 
the invention, using a bit serial format 

The critical parameters stored in the EEPROM 
include, for example, the serial number of the hub 
unit itself, a market group code, the main and 
back-up telephone numbers of the host computer 
and the timing and pulse/DTMF information re- 
quired for the dialling process for each. Separate 
check bytes are also desirably maintained within 
the EEPROM for each of these items. 

According to the prefened embodiment of the 
invention, data (other than the serial number of the 



hub unit) which is stored within the EEPROM may 
be altered by the host computer or a tester. The 
serial number stored in the EEPROM may be al- 
tered only by the test set when locally connected 

5 to the hub unit. 

Turning to hub/peripheral unit communications, 
it should be remembered that a main purpose of 
the hub unit 101 is to concentrate data generated 
by itself and received from its peripheral units and 

TO transmit this data to the host computer 102 on a 
periodic basis. To communicate witii tiie peripheral 
units, the hub unit 101 is equipped with a high level 
data link control (HDLC) chip. Communications are 
configured in a synchronous half duplex format. In 

16 addition, the hub unit 101 includes two slots to 
accept any combination of a set of communication 
modules. The prefenred embodiment of the Inven- 
tion supports RF. carrier current and hardwire mod- 
ules. 

20 The hub unit 101 is capable of determining 
which type of interface module (if any) is installed 
in each of its communication module slots. To 
facilitate this, three connector pins have been de- 
fined which either will or will not be pulled to 

25 ground within the communicatiorv modules. This 
will allow expansion to up to seven different types 
of modules in the illustrated hub unit 101. 

The hub unit 101 is also capable of automati- 
cally selecting baud rate for communications with 

30 its peripheral units as a function of module type. 

The hub unit 101 used in the present system 
has the capability of individually activating the 
communication modules installed in it and tiie abil- 
ity to place tfiem in eittier transmit or receive 

05 mode. Various communications protocols can be 
supported with different down loadable software 
and communications modules. Furthermore, tfie 
hub unit 101 scans each defined peripheral unit in 
the system on an adjustable time and priority ba- 

40 sis. For example, some peripheral units may be 
scanned at a rate or once every two seconds, 
others either more or less frequently witii some 
peripheral units having priority over others- The 
hub unit 101 is adapted to receive requests from 

4$ peripheral drivers to alter tiie scan rate and priority 
level of the associated peripheral units. With this 
ability, the scan rate of a peripheral unit may be 
optimised for current conditions. 

The illustrative hub unit 101 supports proper 

50 error detection and communication protocols to en- 
sure enror free communications between itself and 
its peripheral units, and supports communication 
with up to 252 addressable peripheral units. In Uie 
preferred embodiment of tiie Invention, address 00 

55 is reserved for use by the hub unit 101. OFFH Is 
not allowed, OFEH Is reserved for the tester and 
OFDH is reserved as tiie install address. 

The communication modules of the prefenred 
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hub unit 101 are modular, i.e. have the same 
physical dimensions and are equipped with a stan- 
dard connector adhering to a defined electrical 
interface. Such modules are completely inter- 
changeable throughout the system. When de-ac- 
tivated by the hub unit 101, the modules consume 
a minimum amount of power and do not in any way 
impair communications among any remaining mod- 
ules in the system. Similarly, a loss of power to a 
module does not impede communications among 
any remaining modules in the system. For exam- 
ple, an unpowered hardwire module would not load 
a hardwire communication path to the extent that 
communication among other peripheral units using 
hardwire modules is Impaired. A suitable physical 
size for the modules contemplated is approximately 
3.0 x-5.0 X 1.0 inches (76 x 127 x 25 mm). 

* The hardwire module simply provides an Inter- 
face to a twisted pair communication media. Data 
is transmitted and received at 5 volt levels. Two 
pairs of connect terminals are provided on the back 
plate of the module to allow for ease of hooking 
peripheral units together. 

The RF module simply provides an RF com- 
munication medium. A switch (or switches) are 
provided on these modules so that their commu- 
nication frequency is selectable. This is to ensure 
that two adjacent installations do not have cross 
talk problems. If switch selection of frequency is 
not desirable, then modules of different frequencies 
can be assigned different module type codes. 

The carrier current module simply allows com- 
munications over the household electrical wiring. In 
using these modules, consideration must be given 
to adjacent installation or other interference, and 
operation of a peripheral powered by a switched 
AC outlet Four different carrier current module 
frequencies are supported in the preferred embodi- 
ment of the invention. Obviously, a fewer or greater 
number of frequencies could also be supported. 

Hub unit/host computer communications are 
accomplished over the public switched telephone 
network 175. using a Bell 21 2A compatible modem. 
The modem Is contained within the hub unit 101 
(although it could be located externally) on a sepa- 
rate circuit board that also provides the capability 
of out dialling in either pulse or DTMF fomnats, call 
progress tone detection and ring detection to sup- 
port instances requiring in dial. The Bell 21 2A 
protocol supports full duplex communications. The 
hub unit^ost computer communications can be 
configured as half duplex as well. For example* one 
system configuration envisaged has a communica- 
tion rate of 1200 baud, one start, a stop and 8 data 
bits. 

Ideally, the modem is Integrated on a single 
chip and is linked to associated controller chips. 



Regardless of the modem chip set used, the 
modem should meet the following minimum cri- 
teria:- 

1. a bus interface controller; 
5 2. full Bell 21 2A implementation; 

3. call progress tone detection in hardware; 

4. pulse and OTMF dialling; 

5. answer and originate mode capability; 

6. canrier detect capability at -43/-48 dSm, 
70 with 25 ms on/off delay; 

7. remote digital loop back ability; and 

8. local analog loop back ability. 

Since the hub unit 101 will utilise the house- 

15 holder's telephone line for communication with the 
host computer 102, should the householder attempt 
to use the line while it is being used by the hub 
unit, the hub unit must be able to detect the 
attempted usage and abort its communication with 

20 the host computer. It can therefore relinquish the 
line to the householder. To allow this detection of 
an extension off hook, a circuit is provided which 
causes the hub unit modem to go off hook and 
leave an unusually high voltage on the telephone 

25 line. This varies from approximately 12 to 17 volts. 
When an extension goes into the off hook state, it 
will drop the line to the usual 6 volts 
(approximately) causing a circuit to be actuated 
which disconnects the hub unit modem from the* 

30 line. 

In the event that an off hook condition is 
sensed after the hub unit has established commu- 
nications with the host computer, the hub unit wilt 
immediately return to an on hook condition and log 

35 the aborted communication. After its out dial re-try 
time has passed, the hub unit will attempt to re- 
establish communication with the host computer. 

Whenever a special answer push button on the 
hub unit 101 is depressed to set an "answer ar- 

40 ming " drcuit. the hub unit will answer the first call 
received at the household within the next five 
minute period. During this time, the signal from the 
ring detection circuit will be monitored and if It 
goes active, the hub unit 101 will immediately go 

46 off hook and attempt to establish communications 
with the host computer 102. It is only during 
periods when the "arming" circuit is set that the 
hub unit will go off hook in response to a ring 
signal. It will be ignored at ail other times. 

50 Telephone answer or pulse dial circuits are 
provided to assure that electronic telephones with 
unusually sensitive ring detection circuitry do not 
chirp momentiy. On pulse dial, tinis is done by 
slowing tiie rate at which cunrent is introduced to 

55 the line. One telephone answer, an extremely fast 
ring detect/off hook latch Is used. 

The hub unit operating modes are described 
next There are two modes of operation for com- 
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munlcation with the central computer 102» in dial 
and out dial. Regardless of where the call is Ini- 
tiated, the communi cations protocols l)etween the 
two devices should be Identical. The host computer 
102 acts as the controller, i.e. during normal com- 
munication, the hub unit 101 only transmits in 
response to a packet from the host computer. This 
rule may be broken by the hub unit if it determines 
that it must transmit an end of transmission (EOT) 
packet and terminate transmission. 

A point to notes that the modem operates In 
originate mode if it Initiated the call, but othenvlse 
it operates In answer mode. 

The out dial sequence will be described first 
followed by a description of the in dial sequence. 

An out dial sequence is initiated by the hub 
unit 101 whenever the out dial window opens or at 
the re-try time following an aborted communication 
session. The out dial sequence is composed of the 
following steps:- 

1. Check if the householder is cun-ently us- 
ing the telephone. Abort and re-schedule out dial if 
in use. Log reason for abort in the hub unit's log; 

2. Go off hook and check for a dial tone.. 
Abort if not present, re-schedule out dial and log 
the abort; 

3. Determine which telephone number to use 
(either primary or alternative) and perfonn the out 
dial while monitoring off hook. Abort If off hook 
sensed, re-schedule out dial and log the abort: 

4. Monitor call progress tones. Abort on time 
out. off hook or busy. Re-schedule out dial and log 
abort; 

5. Await carrier and an enquire (ENQ) packet 
from the host computer 102. Abort on time out or 
off hook, re-schedule out dial and log abort; and 

6. Process and respond to packets received 
from the host computer 102 while monitoring off 
hook and carrier. Abort on off hook or loss of 
canrler, re-schedule out dial and log the abort. 

Note that any abort results in an event being 
logged in the event log of the hub. unit 101. A 
variety of different event codes can be' employed 
so that it can be determined what caused the call 
to be aborted and during which portion of the out 
dial or communication session it occurred. This 
provides valuable analysis infonmation. 

The time and number used by the hub unit 101 
when perfbrming an out dial to the host computer 
102 is controlled by the real time clock 199 in 
conjunction with a group of variables specified by 
the hub unit 101 which may. for example, Include:- 

1. an initial out dial time, specified as year. 
. month, day, hour, minute, second; 

2. a primary re-try interval specified In min- 
utes and seconds. I(p); 



3. a secondary re-try interval specified in 
minutes and seconds. I(s); 

4. a value indicating tiie number of re-tries to 
be performed using Uie primary and secondary 

5 telephone numbers. N(p); and 

5. a value indicating the number of re-tries to 
perform using the primary and back-up telephone 
numbers alternately. N(a). 

10 Upon tiie occunrence of tiie out dial time. \he 
hub unit 101 will commence out dialling to tiie host 
computer 102 either until a successful communica- 
tion session has been completed or until the com- 
plete re-try sequence, such as the one set fortii 

15 detailed below, has been exhausted. 

1. N(p) attempts at tiie inten/al specified by 
l(p). using Oie primary telephone number; 

2. N(p) attempts at tiie interval specified by 
l(p). using the back-up telephone number; 

20 3. N(a) attempts at the Interval specified by 

l(s), using tiie primary and back-up telephone num- 
bers alternately. 

Note tiiat it is the responsibility of ttie host 

25 computer 102 to ensure that the total span of re- 
tries does not exceed 21 hours. That is 
2-(l(P)*N(p)) + (N(a)-I(s)) 
is less tiian 21 hours. 

Upon exhaustion of the above sequence, the 

30 hub unit 101 will re-schedule Its next out dial time 
for 24 hours after Uie initial out diaf time. 

The in dial sequence will be described next. 
For in dial (a ring) the hub unit 101 should only 
respond if its "answer arming" circuit Is set. If this 

35 is the case, tiie hub unit 101 will answer Imme- 
diately upon sensing the ring. It will then simply:- 

1. monitor for carrier and the ENQ packet 
from the host computer 102. Abort on time out or 
off hook and log tiie abort; and 

40 2. process and respond to packets received 

from the host computer 102 while monitoring off 
hook and carrier. Abort if required and log the 
abort. 

45 The aborting of a communication session pref- 
erably causes the "answer arming" circuit to be 
cleared immediately. 

Communications between the hub unit 101 and 
host computer 102 are accomplished by utilising 

50 various defined packets of data as alluded to 
hereinbefore. The definitions of the packet fonnats 
and tiieir contents can be varied to suit tiie applica- 
tion witt^out affecting tine scope of tiie invention. 
Communications failures between tiie hub unit 

5S 101 and host computer 102 and the system re- 
sponse thereto, will now be described. The failures 
fall into two broad categories: tiiose that occur prior 
to the log on of the hub unK 101 to tiie host 
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computer 102. and those that occur after. 

Those that occur prior to a log on are: failure of 
the host computer 102 to answer i}\ne busy, etc) 
and householder off hook detected. In either case, 
the hub unit 101 simply at)ort its attempt, logs the 
failure, returns to an on hook condition and re- 
schedules another attempt at the re-try time In the 
failure. 

Those that occur after the initial log on. include 
a simple failure of communication (i-^* ^ "'^^^y 
telephone fine that eventually results in a commu- 
nication time out), abrupt broken communication 
(sensed by loss of carrier from the host computer 
102). or a householder off hook detected. In alt 
cases, the hub unit 101 will return to an on hook 
condition, log the failure and re-schedule another 
attempt at the re-try time in the future. 

The hub unit power supply will now be de- 
scribed. The power supply for the illustrative hub 
unit 101 is designed to provide +5 and +12 volts 
and has battery back-up capacity to maintain these 
voltage as well as provide an AC loss signal to the 
micro-processor board so that it may detect both 
toss and restoration to the AC line and incorporate 
the necessary components to provide carrier cur- 
rent coupling to the AC line. 

All power supply components, with the possi- 
ble exception of the batteries required for back-up 
power, are preferably mounted on a single circuit 
board. For safety and RR reasons, the components 
on this board should be physically placed so as to 
segregate those connected to the AC line from the 
remaining components. These components include 
power supply transformer, line circuit breaker and 
carrier current coupling components. 

Battery back-up of the two voltages can be 
provided by a lead acid battery. The required 
charging circuits should also be Included. 

To attain voltage regulation at a desired level of 
accuracy and to minimise battery cost, three termi- 
nal IC regulators should t>e utilised. 

A suitable power supply specification Is as 
follows: 

1. Nominal load: 12 volts at 200 ma, and 5 
volts at 400 ma, (all of which are switchable from 
the time of day clock when AC power is ofQ. and a 
separate unswitched +5 volt supply at 10 ma for 
memory and time of day clock retention (1 ma 
typical). 

2. AC line input 90 - 135 volts, 60 Hz. 15 
watts nominal at 115 volts, 25 watts maximum. 

3. Ljoad regulation: switched 12 volt output 
+ '-1 volt 50 ma to 200 ma load Including back- 
up; switched 5 volt output +A 200 mv 20 ma to 
500 ma load including back-up; unswitched + 5 volt 
output '*'200/-500 mv. 0.1 ma to 10 ma. including 
back-up. 



4. Battery charging: automatic and regulated 
over 100 to 135 volt AC input range. 

5. Back-up capability (all outputs): 6 hours 
minimum (for +5 volts) at 100 ma load. 1 month 

5 minimum for unswitched +5 volts at 200 micro- 
amp load. 

6. ESD: spark gap from AC line to chassis at 
5000 volts nominal. 

7. Carrier cunrent: line coupling components 
10 on board. 

8. AC line protection: AC circuit breaker. PC 
mounted, accessible re-set 

As far as packaging is concerned, the iliustra- 

T5 tive hub unit 101 may be packaged in a metal 
enclosure 14 Inches (356 mm) wide, 6 inches (152 
mm) deep and 3 inches (78 mm) high. It has 
rubber feet on two sides so that it can be set on 
either of two faces. Means are provided such that it 

20 may be hung from a vertical surface. 

The illustrative hub unit 101 is provided with a 
6 foot (1828 mm) AC line cord with a three prong 
electrical plug. The hub unit power supply is pro- 
tected by a circuit breaker. The actuator of the 

25 breaker is red. located near the line cord and 
projects through the case. 

A standard six conductor telephone jack is 
provided for connection to the household telephone 
line. The button that is actuated to arm the hub unit 

30 101 to Intercept an incoming telephone call is white 
and located near the telephone jack. 

Two LEDs are viewable on the exterior of the 
hub unit 101, one LED indicates the presence of 
AC power and the other LED is illuminated when 

35 the hub unit 101 is anned to intercept an incoming 
telephone call. 

Obviously the use of the LEDs, coloured ac- 
tuator buttons, etc. are illustrative only and can be 
modified, eliminated or supplemented to suit the 

40 application of the hub unit -101 . 

In this embodiment of the Invention, a standard 
four conductor telephone jack is provided for con- 
nection of the hub unit 101 to the test set 114 
shown in the Rgure. 

46 The preferred embodiment of the invention In- 
cludes, a hub unit 101 that will operate over the 
temperature range -30* C to + 50*C when AC 
power Is present Since some of the electronics 
within the hub unit may not be rated for operation 

60 below 0* C, an internal heater has been provided to 
ensure that these components are not subjected to 
temperatures bek>w their operations range. 

The heater is not operational when AC power 
has failed (In the illustrative hub unit). Therefbre. if 

55 AC power fails and the ambient temperature of the 
hub unit 101 falls bebw 0* C. a thermal sensor is 
provided to prevent the micro-processor within the 
hub unit from powering up. However, all memory 
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and the time of day clock continue to be main- 
tained under these conditions. When AC power Is 
restored, the normal operation will resume after the 
heater has wanned the hub unit electronics to O' C. 

To conclude the detailed description of this 5 
embodiment of the invention, the response of the- 
system to abnormal conditions will now be set 
fortii. 

One of ttie tasks performed upon system re- 
set, as well as on a routine ba^s by tiie operating fo 
system, is tiie monitoring and verification of various 
critical portions of the software wittiln the hub unit 
101, Verification checks are performed on tiie con- 
tents of ttie EPROM and tfie EEPROM. the clock 
chip time, ttie event memory sector altocation map ts 
and portions of the operating system. In addition, 
the hub unit 101 must handle communication fail- 
ures, eitiier witii its peripheral units or witfi tiie host 
computer 102, In a logical and well defined fashion. 

System memories failures will be addressed 20 
first. 

As indicated previously, the systems CMOS 
memory is utilised for a variety of functions, \he 
more critical of which will be monitored for validity 
of content on a periodic basis. These areas are the 25 
sector allocation map, event logs and critteal por- 
tions of the operating system Itself. In addition, 
other memory components are part of the system 
memory and ttie critical functions present in them 
are monitored as well. ^ 

In particular, witti respect to EPROM failure, 
two check codes are maintained within the systems 
EPROM so tiiat its integrity can be verified. One 
check code is used to verify those sections of code 
required to support a communication session with 35 
the host computer 102 and the second is used to 
verify various utility routines resident In tiie EP- 
ROM. A check of the EPROM Is. according to the 
prefen'ied embodiment of the invention, only per- 
fomned following a hardware re-set. 40 

If it is detemrilned that tiie utility routine portion 
of tfie EPROM is no longer valid, an appropriate 
error flag will be set and ttie hub unit 101 will 
attempt to perform an immediate out dial to tiie 
host computer 102 and infonn ttie host computer of 45 
Its conditions. If, however, it is determined ttiat the 
communication support code in tiie EPROM Is in- 
valid, it will simply place itself in a "sleep" mode 
awaiting a resurrection by human hands. 

If it is determined ttiat ttie operating system is so 
no longer valid, ttie hub unit 101 will simply per- 
form a software re-set. The re-set will verify Invalid 
operating system status and tiie hub unit 101 will 
set tiie appropriate status flags and attempt to 
communicate with ttie host computer 102 . 55 
(assuming the EEPROM data is still valid). 

Anottier key memory to monitor Is a 
hub/peripheral unit configuration table. The 



hub/peripheral unit configuration table is an area of 
memory which contains the map to correlate the 
physical address of devices to be polled, witii tiieir 
logical device types and the medium over which 
fliey are to be polled. This area of memory should 
be checked for validity botii periodically and upon 
system re-set. Should It be found to be invalid, tiie 
hub unit 101 sets a status flag and performs a 
software re-set. It will ttien initiate an out dial to the 
host computer 102. Once communication is estab- 
lished, tiie host computer 102 may request tiiis 
table and correlate it with that stored in Its data 
base. It will then be tiie responsibility of tiie host 
computer 102 to down load a new table. Note tiiat 
polling of the peripheral units should be suspended 
until a new table has been received from tiie host 
computer. 

Event log failure should also be monitored. The 
event log of each peripheral unit in the preferred 
embodiment of the invention has an associated 
block check code. This code should be routinely 
verified and up dated during tfie logging process. 
Should it be determined that the block check code 
is Invalid, an appropriate status flag can be set. an 
event logged in the log in question and a new 
block check code generated. 

If. after the above actions, the block check 
code remains valid, tiie hub unit 101 continues 
routine normal operation. 

If the refreshed block check code cannot be 
verified, a permanent memory failure will be re- 
corded for ttie hub unit 101. A log for ttie periph- 
eral unit in question wiil be moved to alternate 
memory, a new block check generated and the 
condition reported. 

Clock chip time failure should also b^ mon- 
itored. The time in the clock chip shouki b>e verified 
upon a system re-set and on a second by second 
basis by the operating system. If tiie time Is found 
to be invalid (out of range), the hub unit 101 in ttie 
preferred system will:- 

1. re-set the time to a default value (JAN 1, 
1987, 00:00:00 for example); 

2. log a time failure event (utilising tiie last 
valid time read) In event logs of the hub unit and all 
peripheral units that require time stamping of their 
events; 

3. set a status tiag indicating the failure; 

4. perfomn a verification of ttie contents of 
the EEPROM and. if valid, begin attempts to com- 
municate with tiie host computer, and 

5. continue nonmai operation and event log- 
ging using the new time base (at least until a new 
time is k>aded by tiie host computer). 

Upon established communications witti tiie 
host computer 102. the host computer would deter- 
mine tiie failure and re-set the time in tiie clock 
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chip. After re-setting the time in the clock chip, the 
hub unit 101 vwwid ascertain if re-setting of the 
time was required as a resutt of a time failure. If 
this was the case, the hub unit would log a special 
event indicating this fact in ail event logs of periph- 
eral units requiring time stamping. In this way, any 
event logged between the time of the clock time 
failure and its re^t will be bounded by tvyo unique 
event codes. These codes would be detected in 
the event logs obtained by the host computer and 
with proper conrelation the host computer would be 
able to determine the true times of the events and 
thus no data loss would occur. 

Rnally, with respect to memory failure checks, 
the EEPROM should be monitored. If upon system' 
re-set or during periodic checks by the operating 
system it is determined that the contents of the 
EEPROM are invalid, the preferred hub unit will set 
a st^s flag Indicating EEPROM failure and then 
simply resume nonnal operation. At the next occur- 
rence of out dial time, the action taken by the hub 
unit will be determined by what data within the 
EEPROM has failed. If the serial number and at 
least one of the telephone numbers is intact, an out 
dial will be performed using a valid telephone num- 
ber. Upon establishing communications with the 
host computer 102, the host computer would as- 
certain and re-load the correct data. If at out dial it 
was determined that either the serial number or 
both telephone nurhbers within the EEPROM were 
invalid, the hub unit would not perform an out dial. 
At this point, it would be up to the central site 
operators to identify that the hub unit is failing to 
call in. It will then be necessary to arm the EEPR- 
OM circuit as described previously and have the 
host computer call the hub unit Upon requesting 
status from the hub unit, the host computer will 
determine that the EEPROM data Is Invalid and will 
then attempt to re-establish the data. Regardless of 
whether or not this task was completed success- 
fully, the host computer can obtain event log data if 
it so desires. In essence, failure of the EEPROM 
will not affect the operational ability of the hub unit 
with the exception of its out dial capability. 

It will be understood by those skilled in the art 
that the described monitoring and recovery se- 
quences are set forth for the sake of illustration 
only and could be modified to include a particular 
application and/or desired level of fault tolerance 
without departing from the scope of the Invention. 

An illustration of hub fault detectton and recov- 
ery techniques for loss of AO power, and of how 
tiie system may be globally re-set will now be set 
forth. 

The power supply within the preferred hub unit 
contains an AG detection circuit which signals the 
micro-processor of 120 VAG being lost Upon sens- 
ing the toss, the illustrative hub unit scans all 



peripherals as rapidly as possible (i.e. normal scan 
rates will be ignored) to determine if the power 
outage is local to itself or is "glottal" In nature. The 
results of this scan are logged, status flags set 

5 appropriately, a "wake up" equal to the next out 
dial time is loaded into the real time clock chip and 
upon completion of this, the system performs a 
power supply shut down. 

The hub unit 101 can remain shut down (note 

10 that the GMOS RAM and the real time clock are 
maintained on battery back-up) until the system 
supply voltage is restored either as a result of 
restoration of 120 VAC or the "wake up" time 
occuning. Restoration of the 120 VAC shall cause 

75 an event to be logged indicating time of return. 

If the system supply is restored as a result of 
wake up time, the hub unit can make a single 
attempt at communicating with the host computer. 
If successful, the hub unit will simply inform the 

20 host computer of its condition and upon completion 
of communications return itself to a shut down 
condition, if unsuccessful, the hub unit can als6 
return itself to a shut down state. No further wake 
up time will be scheduled according to the illustra- 

25 tive embodiment of the Invention. 

If the system supply returns as a resutt of 
restoration of 120 VAC. the hub unit can schedule 
an out dial at the next possible out dial time (if it 
has not already passed) and resume normal opera- 

30 tion. If the out dial time has passed, the hub unit 
will commence attempts to communicate with the 
host computer. Note that appropriate logging of the 
above will be performed for analysis by tiie host 
computer. 

35 Rnally. with respect to re-set, a hardware re- 

set only occurs, according to the preferi-ed embodi- 
ment of the invention, upon restoration of 120 VAC. 
manual operation of the re-set push button, a sys- 
tem stall or the occurrence of the wake up time 

40 that had previously been stored in the clock chip. 
Any of these events causes the memory to be 
configured with the EPROM enabled. Execution 
begins at address zero where calls are made to the 
various verification routines resident in the EPROM. 

45 One of the main areas that Is verified is the operat- 
ing system which resides in the RAM. If it is 
determined that the operating system Is no longer 
valid, the operating system will be over-written with 
the contents of the EPROM. the EPROM will then 

50 be disabled and out dial attempts will be com- 
menced. If It Is found that the operating system Is 
intact and other verification checks pass, the EP- 
ROM will be disabled, a re-set event will be logged 
in the log of the hub unit and normal operation will 

55 resume. Upon resuming normal operation, a com- 
parison will be performed between the current time 
and the out dial window open and close times. If 
the cunrent time precedes the out dial window open 
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time, no special action will be taken. If this is not 
the case, the hub unit will begin repeated out dials 
In an attempt to establish communications with the 
host computer at the central site. 

Failure of any of the verifications will result In 
the actions being taken that are detailed herein- 
before. 

With respect to software re-set. it should be 
noted that initiation of a software re-set does not 
result in the automatic enabling of the EPROM. As 
with the hardware re-set. various verification checks 
are performed with one of the main checks being 
the operating system itself. Should the operating 
system be found to be invalid, the software will 
enable the EPROM and jump to address 0 (in 
essence it performs a hardware re-set). Aside from 
enabling the EPROM if required, the software re- 
set Is virtually identical to the hardware re-set. 

Rnally. with respect to system stall, the occur- 
rence of a stall will, according to the preferred 
embodiment of the invention, cause a hardware re- 
set, followed by the logging of an appropriate event 
in the event log. The action taken by the re-set 
routine is as set forth hereinbefore. 

The foregoing description of a prefenred em- 
bodiment of the present distributed monitoring sys- 
tem, including its hub and spoke design, has been 
presented for the purposes of illustration only. 
Many modifications and variations are possible. For 
example, since the disclosed system supports the 
systematic transmission of concentrated data, 
whether periodic or aperiodic, between the hub unit 
101 and the host computer 102. unusual events in 
addition to emergency calls can be supported in 
alternative embodiments of the invention. Also, di- 
verse types of self contained receivers, including 
but not limited to TV broadcast receivers, may be 
monitored. Still further, an alternative embodiment 
of the invention can support data transfer between 
two meters (or indeed any set of meters) via the 
hub unit 



Claims 

1. A distributed monitoring system for monitor- 
ing data associated with a first set of devices, 
including at least one self contained receiver, for 
collecting monitored data on site at a plurality of 
remote sites, and for transmitting such data from 
said remote sites to a central site, comprising host 
computer means (102). including means for receiv- 
ing transmitted data, tocated at said central site, 
and characterised by first means (101. 110 to 116). 
coupled to said first set of devices for monitoring, 
collecting and concentrating said data on site at 



each of said plurality of remote sites and for sys- 
tematically transmitting said concentrated data to 
said host computer means. 

2. A system according to claim 1, further 
5 characterised by second means (150, 175, TCI1 to 

TCIn) arranged to provide a bi-directional commu- 
nications Interface between said first means and 
said host computer means. 

3. A system according to claim 2. charac- 
10 terised in that said second means comprise tele- 
communications interface means (150). including a 
modem and a non-dedicated telephone line, at 
each of said remote sites for coupling said first 
means to said host computer means utilising the 

15 public (dial up) switched telephone network (175). 

4. A system according to claim 3. further 
characterised by means for utilising the non-dedi- 
cated telephone line at each of said remote sites in 
a manner that is transparent to any other user of 

20 the telephone line at a given remote site. 

5. A system according to claim 3 or 4. charac- 
terised in that said first means is operative to 
systeipatically perform an out dial sequence in 
order to establish communication over said non- 
25 dedicated telephone line with said host computer 

means and is further operative to be responsive to 
an in dial sequence initiated by said host computer 
means and received over said telephone line to 
facilitate receiving enquiries and data from said 
30 host computer means. 

6. A system according to any of claims 2 to 5, 
characterised In that said first means comprises a 
second set of devices (110 to 116), including at 
least one metering device, for monitoring data as- 

35 sociated with said first set of devices, and hub 
means (101) operative to collect, concentrate and 
transmit data monitored by said second set of 
devices. 

7. A system according to claim 6. charac- 
40 terised in that said hub means includes Interface 

module means operative to permit said hub means 
to be coupled to said second set of devices via at 
least one type of communication link from a set of 
communication links including RF hardwire and 
46 carrier current links, 

8. A system according to claim 7, charac- 
terised in that said hub means further comprises 
memory means (198). a micro-processor, coupled' 
to said memory means, said interface modules and 

50 said second means, for controlling the collection 
and concentration of data from said second set of 
devices and for controiling communications with 
said host computer means via said second means, 
and a lime of day clock (199). coupled to said 

55 micro-processor, for synchronising the operation of 
said micro-processor and said memory means and 
for time stamping events to be logged in said 
memory means by said micro-processor. 
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9. A system according to claim 8, charac- 
terised in that said micro«t>roc8ssor Is arranged to 
collect data from said second set of devices by 
systematically polling said second set of devices. 

10. A system accordin to claim 8 or 9. charac- 
terised in that at least a part of the processing 
control function for at least one device in said 
second set of devices is performed by said hub 
means. 

11. A system according to any of claims 8 to 
10. characterised in that said hub means Is prog- 
rammable and may be re-programmed by down 
loading control software from said host computer 
means without having to modify said second set of 
devices. 

12. A system according to claim 11. charac- 
terised in that at least one device in said second 
set of devices Is remotely programmable, 

13. A system according to any of claims 8 to 

12, further characterised by means for measuring 
the elapsed time between the sending to said hub 
means of a host computer 'means command and 
the receipt by said host computer means of a 
response to said command, and means for setting 
said time of day dock as a function of said elapsed 
time. 

14. A system according to any of claims 8 to 

13, characterised In that the cycle time of said 
micro-processor can be varied dynamically. 

. 15. A system according to any of claims 8 to 

14, characterised in that said memory means com- 
prises a CMOS static RAM for storing an operating 
system capable of being furnished to said hub 
means by said host computer means via said sec- 
onds means, 

16. A system according to claim 15, charac- 
terised In that said CMOS static RAM is further 
operative to store system configuration parameters 
and drivers to facilitate communications between 
said hub means and said second set of devices, 
and is also operative to store event logs generated 
by said hub means and said second set of devices 
for subsequent transmission to said host computer 
means by said hub means. 

17. A system according to claim 16, further 
characterised by means for segmenting and al- 
locating said CMOS static RAM. 

18. A system according to claim 17, charac- 
terised in that said memory means further com- 
prises an EPROM for storing data which permits 
said hub means to perform initialisation, self diag- 
nostics and hub/host computer means communica* 
tion tasks. 

19. A system according to claim 18. further 
characterised by means for performing memory 
mapping of said EPROM and said CMOS static 
RAM. 



20. A system according to any of claims 8 to 
18, characterised in that said memory means fur- 
ttier comprises an EEPROM for storing critical sys- 
tem parameters. 
5 21. A system according to any of claims 8 to 

20. further characterised by means for operating 
said hub means In a fault tolerant manner. 

22. A system according to claim 21. charac- 
terised in tiiat said means for operating said hub 

f 0 means in a fault tolerant manner comprises an AC 
power loss detection circuit for signalling said 
micro-pnxessor of AC power toss, and battery 
back-up power supply means arranged to be ac- 
tivated upon detection of AC power loss by said 

16 micro-processor. 

23. A system according to claim 21 or 22. 
characterised in that said means for operating said 

. hub means in a fault tolerant manner cornprises a 
heater element for maintaining circuit components 
20 of said hub means above a pre-selected tempera- 
ture level. 

24. A system according to claim 23, further 
charac terised by re-set means for performing sys- 
tem re-initialisation. 

25 25. A method of mohitoring data generated at a 
plurality of remote sites utilising a distributed moni- 
toring system that includes a host computer (102) 
located at a central site, characterised by the steps 
of utilising first means (101. 110 to 116). located at 

30 said remote site, to monitor, collect, concentrate 
and transmit data to said host computer, and or- 
ganising said first means in a hub and spoke 
arrangement wherein a first portion (110 to 116) of 
said first means monitors the data generated at 

35 each remote site and a second portion (101) of 
said first means, also located at each remote site, 
serves as botii an interface between said first por- 
tion of said first means and said host computer and 
as a programmable means for collecting, concen- 

40 trating and transmitting the data being monitored. 

26. A method according to claim 25. further 
characterised by the steps of utilising a set of 
spoke meters (110 to 116) to perform the monitor- 
ing function of said first portion of said first means. 

45 and utilising a programmable hub unit (101), to 
which said spoke meters are coupled, to perform 
said interface, data collection, concentration and 
transmission functions of said second portion of 
said first means. 

50 27. A method according to claim 26. further 
characterised by tiie step of utilising said hub unit 
to perform processing control functions for at least 
one of said spoke meters. 

28. A method according to claim 26 or 27, 

55 further characterised by the step of utilising a non- 
dedicated telephone line at each remote site, coup- 
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led to the public (dial up) switched telephone net- 
work (175). to serve as a means for coupling said 
hub unit to said host computer. 

29. A method according to claim 28. further 
characterised by the steps of utilising said hub unit 
to perform a dial out operation, whenever con- 
centrated data is to be transmitted to said host 
computer, and arming said hub unit selecth^ety, to 
receive a dial in code and Inputs from said host 
computer over said nor>-dedicated telephone line. 

30. A method according to claim 28 or 29. 
characterised in that the step of utinsing a non- 
dedicated telephone line at a given remote location 
is performed in a manner that is transparent to any 
other user of the same non-dedicated telephone 
line. 

31. A method according to any of claims 26 to 

30, further characterised by the step of coupling 
said hub unit to said spoke meters via a set of 
plug-in communications modules, which interface 
with a set of communications links including RF, 
hardwire and carrier current links. 

32. A method according to any of claims 26 to 

31, further characterised by the steps of creating 
and maintaining an error log at said remote site, via 
said hub unit, capable of being recovered and 
analysed by said host computer. 

33. A method according to any of claims 26 to 

32, further characterised by the steps of sending a 
command from said host computer to said hub 
unit, measuring the elapsed time between the 
sending of said command and the receipt of a 
response by said host computer, and setting a hub 
unit clock (199) as a function of said elapsed time 
measurement. 

34. A method according to any of claims 26 to 

33, characterised In that the cycle time of said hub 
unit may be varied dynamically. 

35. A method according to any of claims 26 to 

34, further characterised by the step of up loading 
data being monitored by said spoke meters to said 
hub unit at a pre-selected polling frequency. 

36. A method according to any of claims 26 to 

35, further characterised by the step of down load- 
ing control software from said host computer to 
said programmable hub unit in a manner that does 
not require the replacement, re-configuration or 
programming of said spoke meters attached to said 
hub unit. 

37. A method according to claim 36, further 
characterised by the step of programming a given 
spoke meter by down loading software from said 
host computer to said given spoke meter via said 
hub unit. 

38. A method according to claim 36 or 37, 
further characterised by the step of storing said 
control software in a CMOS static RAM included in 
said hub unit. 



39. A method according to claim 38, further 
characterised by the steps of storing system con- 
figuration parameters, drivers and time stamped 
event log data in said CIVIOS static RAivl. 

5 40. A method according to claim 38 or 39. 

further characterised by the steps of segmenting 
and allocating said CMOS static RAM to facilitate 
tiie storing of data sets therein tiiat are each 
uniquely associated with one of said spoke meters. 

10 41. A metiiod according to any of claims 38 to 
40. further characterised by tiie step of storing data 
in an EPROM which facilitates the initialisation of 
said hub unit and which permits said hub unit to 
perform self diagnostics and initiate communication 

75 with said host computer. 

42. A method according to claim 41. further 
characterised by the step of performing memory 
mapping of said EPROM and said CMOS static 
RAM. 

20 43. A method according to any of claims 36. to 

42. furtiier characterised by the step of storing 
critical system parameters in an EEPROM. 

44. A method according to any of claims 25 to 

43. furtiier characterised by. ttie steps of providing 
25 fault tolerant means for operating the system dur- 
ing AC power failures and at tow temperatures, and 
providing means for re-setting the system at user 
pre-selected intervals and on the occunrence of 
user specified events. 

30 45. A method according to any of claims 26 to 
43. furtiier characterised by the steps of heating 
hub unit components to permit system operation at 
remote site temperature levels which would other- 
wise be below component ratings, and providing 

35 back-up battery power for said hub unit in the 
event of an AC power loss. 
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